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Professional development /administrative training programs organized by the
institution for TEACFHING Staff

2023-2024
Sl Dates(from- List of professional development / No of
No to)(DD-MM- administrative training programmes Participants
YYYY) conducted for teaching staff
1. 03.07.2024 to Cyber Security 20
04.07.2024
2. 20.06.2024 to workshop on "Design thinking through machine learning” 15
22.06.24
Faculty Development Programme on Unlocking
-3, 09-05-2024 Social Science Research: From Methodologies to 37
Funding ;
4. \Workshop on “Revolutionizing Innovation: A Dive into
09-05-2024 Product Development with Creo Parametric” 15
International FDP on ““Advancement in Quantum
5. 15.04.2024 to IComputing & Sensor Technology for Viksit 150
27.04.2024
\Workshop on" Innovation and Design Thinking
6. Opportunities through Problem Solving using Python
22.04.2024 to Programming for Young Engineers"- Hands-on Session 15
24.04.2024
Frontiers of Photonic Integrated Circuits and
7. 01.04.2024 to Sensing Technologies 113
05.04.2024
\Workshop on “From Pixels to Plastic: Unleashing
8. 07-03-2024 Innovation with 3D Printing” 15
Design thinking and Critical thinking concepts in VLSI
5 15-02-2024 Technology 15
Workshop on “Entrepreneurship opportunities through
10. 20,12.2023 \Wire Shark and Network Simulator -2" 15
11. 06.09.2023 to KSDC FDP 59
23.09.2023
12. 21-08-2023 to Industrial application with integrated loT and Labview 28
26-08-2023
workshop program on “Know your intellectual property -
13. 24-07-23 to Series 2 33
28-07-2023
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Sl. - Dates(from- List of professional development / No of
No to)(DD-MM- administrative training programmes Participants
YYYY) conducted for non-teaching/technical staff
1. 19-06-2024 MS Office Skills Development Program 21
E 07-05-2024 Digital Literacy Training Program 20
3.
13-12-2023 Strengthening Communication Skills 20
4. iAchieving Harmony: Balancing Professional
28-11-2023 land Personal Life : 22
3. 25
30-08-2023 Effective Leadership skills
6. 23
28-08-2023 Financial Literacy Program
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Date: 02-07-2024

CIRCULAR

This is to inform you that the department of ISE is organizing a Workshop on

“Cyber Security” from 03-07-2024 to 04-07-2024. All the faculty members
are informed to attend the workshop and make the best use of it.
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REPORT
Workshop on Cyber Security

Organized by: Department Of ISE
Conducted by: MR Ajinkya (CTO & CO-Founder of DITTO SECURITY)
Duration of the course: 2 days from 03/07/2024 to 04/07/2024 (9.00AM-4:15pm)

Venue for Theory and Practical Sessions: The Oxford college of Engineering ISE Department
(RoomNo0:N408)

Poster for Workshop

CHILDREN’S EDUCATION SOCIETY © E&¥¥

THE OXFORD COLLEGE OF ENGINEERING
HOSUR ROAD, BOMMANAHALLI,BENGALURU-560 068
(APPROVED BY AICTE, NEW DELHI, ACCREDITED BY NBA, NAAC ‘A’ GRADE ,NEW DELHI &
‘AFFILIATED TO VTU, BELGAUM) A

DEPARTMENT OF INFORMATION SCIENCE AND ENGINEERING
ORGANIZES

-
TaVO aAYS WORSHOP ON CYBER SECURITY
3RD & 4TH JULY 2024 (

RESOURCE PERSON

AN

) MRAJINKYA
8 * CTO & CO-FOUNDER OF DITTO SECURITY

Chief Patron

Convener

Faculty Co-Ordinators
MsInduK S §°
Asst.Prof,Dept of ISE
Mr Channappa Gowda D V
Asst.Prof,Dept of ISE

Venue:4th Floor
Seminar Hall 9.15AM
to 4.15PM
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Obijectives for Cybersecurity

1 Understand Cybersecurity Fundamentals

« Gain knowledge of basic cybersecurity concepts, principles, and practices.
« Learn about the different types of cyber threats and attacks.

[1 Learn About Cybersecurity Tools and Techniques

« Explore various cybersecurity tools used for threat detection and prevention.
o Understand how to use firewalls, antivirus software, and intrusion detection systems.

1 Analyse and Assess Security Risks

« Learn how to identify and assess potential security risks within an organization.
« Understand risk management strategies and how to implement them effectively.

1 Implement Security Measures

o Gain skills in implementing security measures to protect data and systems.
o Learn about encryption, authentication, and access control mechanisms.

1 Monitor and Respond to Security Incidents

o Understand the processes for monitoring and detecting security incidents.
e Learn how to respond to security breaches and mitigate their impact.

[0 Comply with Cybersecurity Standards and Regulations

o Familiarize yourself with cybersecurity laws, regulations, and compliance requirements.
« Understand the importance of adhering to industry standards and best practices.

1 Conduct Security Audits and Assessments
e Learn how to perform security audits and assessments to evaluate the effectiveness of

security measures.
e Understand how to identify vulnerabilities and recommend improvements.
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(1 Stay Updated on Emerging Threats and Trends

o Keep abreast of the latest cybersecurity threats, trends, and technologies.
o Learn how to adapt and respond to evolving cyber risks.

WORSHOP OVERVIEW

The Oxford College of Engineering organized a 2-day workshop on Cybersecurity for second-
year students of the ISE department from 03/07/2024 to 04/07/2024. A total of 53 students
enrolled for this program.

The sessions were held at the ISE department (Room No: N408), The Oxford College of
Engineering, from 9:00 AM to 4:15 PM each of the 2 days.

Resource Person

The resource person, Mr Ajinkya, is a cybersecurity expert; He provided comprehensive
instruction to the students on various aspects of cybersecurity.

Workshop Structure

Day 1:
Morning Session

e Introduction to Cybersecurity

o Overview of cybersecurity fundamentals

o Discussion on the importance of cybersecurity in today's digital world
e Understanding Cyber Threats and Attacks

o Detailed explanation of different types of cyber threats and attacks

o Case studies on recent cyber incidents

Afternoon Session

e Cybersecurity Tools and Techniques
o Exploration of various tools used for threat detection and prevention
o Hands-on sessions with firewalls and antivirus software

e Network Security
o Securing network infrastructure
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TASKS DONE

userrecon.ipynb

Description: This image shows a Jupyter Notebook named userrecon.ipynb where the
user has cloned a GitHub repository https://github.com/wishihab/userrecon.git. The
repository is successfully cloned, and the contents are listed showing a directory named
userrecon. The user then navigates into the userrecon directory and executes a bash script
userrecon.sh.

Purpose: The userrecon tool is designed for reconnaissance purposes. It helps in
gathering information about user accounts across various platforms by inputting a
username.

ShellPhish.ipynb

Description: This image shows a Jupyter Notebook named ShellPhish.ipynb. Similar to
the previous image, a GitHub repository https://github.com/jaykali/shellphish.git is
cloned. The repository is successfully cloned, and the contents are listed showing a
directory named shellphish. The user navigates into the shellphish directory and executes
a bash script shellphish.sh.

Purpose: ShellPhish is a phishing tool originally coded by @linux_choice. This tool is
used for phishing attacks, where it can create phishing pages for various social media
platforms and other websites to capture user credentials.
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oy ShelPhishipynb %

File View Insert Runt)

3. TBomb.ipynb

o Description: This image shows a Jupyter Notebook named TBomb.ipynb where a tool
called TBomb by SpeedX is being used. The tool's requirements are installed, and the
main interface of the tool is displayed. The interface provides options to start SMS,
CALL, or MAIL bombers, which are used to send bulk messages, calls, or emails.

e Purpose: TBomb is a tool used for testing the resilience of SMS, call, and email services
by bombarding them with a large volume of requests. It's typically used for stress testing
communication services
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OUT COMES OF THE WORKSHOP:

CO1.: Participants gained a thorough understanding of cybersecurity principles.

CO2: Learned to use various cybersecurity tools.

COa3: Developed skills for assessing and managing security risks.

CO4: Conduct a cyber security risk assessment.

CO5: Measure the performance and troubleshoot cyber security systems.

The workshop provided a mix of theoretical knowledge and practical skills, preparing students to
tackle real-world cybersecurity challenges.

CO-PO MAPPING

PO1|PO2 | PO3| PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12
co1 3 |2 |2 |2 |2 |- |- |- |- |- ] 2
CO2 3 |2 |2 |2 |2 |- |- |- |- |- ] 2
co3 3 |2 |2 |2 |2 |- |- |- |- |- i 2
Co4 3 |2 |2 |2 |2 |- |- |- |- |- ] 2
CO5 3 |2 |2 |2 |2 |- |- |- |- |- ] 2
TARGET|3 (2 |2 (2 |2 [- |- |- |- |- - 2

The following images were captured during a hands-on session where various cybersecurity tools
were demonstrated. These tools were used to show their capabilities in reconnaissance, phishing, and

stress testing.



Social media Link:

https://www.facebook.com/photo/?fbid=514695834415798&set=a.177418398143545

Video Link:

https://drive.google.com/drive/folders/1FVsbiY KguyWhtXKkFF8yNU-ISLsHmMOPH




THE OXFORD COLLEGE OF ENGINEERING

Department of Computer Science and Engineering

Workshop on” Design Thinking through

DAY 1 ATTENDANCE SHEET:

Machine Learning”

Date: 20.06.2024
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Social media Link:

hitps: s i .
AR www . facebook.com/photo/? fhid=514695834415798 &set~a. 177418398 143545

Video Link:

https: /drive.google.com/drive/folders/1 FVsbiY Kguy WhtX KKFF8yNU-ISLsHmOPH
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Children's Education Society (R)
THE OXFORD COLLEGE OF ENGINELRING
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DEPARTMENT OF COMPUTER SCIENCE & ENGINEERING

Certificate of Participation

This is to certify that

Ms Asha Kumari

has actively participated in the Workshop on Design Thinking through Machine
Learning conducted by the Department of Computer Science & Engineering, The
Oxford College of Engineering, on 20-06-2024 & 22-06-2024.
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Estd. 1974

Date: 08-05-2024

CIRCULAR

This is to inform you that the department of MBA is organizing a Faculty
Development Programme on “Unlocking Social Science Research: From

Methodologies to Funding” on 09-05-2024. All the faculty members are
informed to attend the workshop and make the best use of it.

DIRECTOR MBA & MCA

DIRECTOR - MBA & MCA
I'he Oxford College of Engineering
Bommanahall, Hosur Road
Bengaluru-560 068
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THE OXFORD COLLEGE OF ENGINEERING
Hosur Road, Bommanahalli, Bengaluru-560 068

Website:www.theoxford.edu
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Department of Master of Business Administration

Report onFaculty Development Programme on Unlocking Social Science Research: From
Methodologies to Funding on May 9th 2024




